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Introduction

The guide applies to all clients who require access to Office 365 resources when
outside of the MTA network. It covers what clients will experience when trying to
access their email on a web browser, smartphone or PC as well as other services such
as Skype, OneDrive, etc.

It is assumed that the user has already enrolled in Duo. If you haven’t enrolled in Duo,
please refer to the instructions provided in KB0013941.

What is two-factor authentication?

Two-factor authentication adds another layer of security to your MTA network
access. It verifies your identity with a second factor using your phone or other mobile
device, which allows only you to log in even if your password is compromised.

Why is MTA providing this?

Passwords are increasingly easy to compromise. They can often be stolen, guessed
or hacked. This second step will increase the security of MTA information, data and
documents.

How Duo works

—P -

1. Enter username and password as usual
2. Use your phone to confirm your identity

3. Log in securely
Duo Enrollment Guide for Two-Factor Authentication
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Once you have enrolled in Duo you are ready to go: Just log in normally with your
username and password, and then use your mobile device or another method to verify
your access.

General guidelines

The following table shows scenarios where you will require Duo to authenticate and
others where you will not:

e Checking email on a PC from your home e Checking your email on your desktop or

with Outlook. Thin Client at any of the MTA locations.
¢ Registering your MTA account with the e Checking your email or Skype when
Outlook or Skype Apps on a smartphone. already logged into the MTA network with

Citrix or SSL VPN (*1).

(*1): When connecting from home to the MTA using Citrix or SSL VPN (which will
require you to authenticate with Duo), you will not be required to use Duo again
for Outlook, Skype and any other Office 365 services given that you are
“virtually” in the internal MTA network.

Duo Enrollment Guide for Two-Factor Authentication
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Authenticating to Office 365 resources on a Web Browser

1) Opena Web browser.
2) Go to any of the following links:
a. https://portal.office.com
b. https://outlook.office.com
3) Type your user name (email account).

B® Microsoft

Sign in

©2018 Microsoft  Terms of use  Privacy & cookies  «++

4) You will be presented with MTA’s login screen. Type your password (your network
password).

Metropolitan
Transportation
Authority

Sign in with your organizational account

someone@mtahq.org @

This is a secured, private computer system owned by
the Metropolitan Transportation Authority (MTA). All
information contained on this system is deemed to be
PRIVATE, PROPRIETARY, CONFIDENTIAL and the
property of the MTA, its affiliates, divisions or
subsidiaries. Unauthorized access or use is strictly
prohibited. Any use of MTA resources must be in
compliance with MTA policies including those for

Electronic Mail/Communication; Information System
Usage; Unauthorized Use of Software; and Code of
Business Ethics. By using MTA resources, you agree to
comply with MTA policies. Any unauthorized access to
or use of MTA resources may be punishable in a court
of law and may include termination of employment or
contract with the MTA.

Duo Enrollment Guide for Two-Factor Authentication
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5) Once presented with the Duo screen, choose the authentication method you selected when
enrolling with Duo and follow the instructions. To avoid having to re-authenticate with Duo
every time you sign in, tick the “Remember me for 7 days” option only if you own or trust the

computer you are using. Do not tick this option on shared computers in public locations such
as cyber cafes, etc.

Metropolitan
Transportation
Authority

Welcome HQAD\ 112345

For security reasons, we require additional information
to verify your account

)

Device: | i0s oo 1234)

Send Me a Push

Call Me

Enter a Passcode

2013 Microsoft  Home  Privacy

a) For users of the Duo App on a smartphone, select “Send Me a Push”. When prompted on
your smartphone, open the Duo App. Tap on the “Request Waiting” banner and on the
next screen select “Approve”.

Login Request

P y Duo Security

DUO-PROTECTED
MTA IT Security

MTA IT Security
MTA Microsoft ADFS

io

- cil2345
©

123.123.123.123
New York, NY, US

08:42:37 EDT
October 17, 2018

About passcodes

v X

Approve

Duo Enrollment Guide for Two-Factor Authentication
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b) For users who selected the landline option when enrolling with Duo, select “Call Me” and
you will receive a call. Answer the call and press any key to authenticate.

6) You can now use Qutlook on your Web browser.

Duo Enroliment Guide for Two-Factor Authentication
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D

Adding an email account to Outlook on a Windows

computer

1) Open Outlook and click on the File tab.

Send/Receive  Folder  View Q@

* Clean Up~ Move to: 2

R e
Delte Archive | Reply Reply Forard Tgjnfore Team Emil
Email ltems~ Al

2 Reply & Delete

3 To Manager
v Done
# Create New

New Delete Respand

Wednesday, October 17, 2018

4 My Outlook Data File o=t
Inbox

Drafts

Sent ltems

Deleted Items:

Junk Email

Outbox

RSS Feeds

Search Folders

Quick Steps.

Outlook Today - Outlook

Account Information

No account available. Add an email account to enable additional features.

Y/ N N
@ Account Settings

Account

Mailbox Settings

Manage the size of your mailbox by emptying Deleted Items and archiving.

Options

Exit

n

' M

Move OneNote

L]

n
m
Read

Move Tags

Customize Outiook Today

Messages

Drafts

Duo Enrollment Guide for Two-Factor Authentication
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Up~ Y Filter Email ~
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TU WE TH FR SA

You have nothing scheduled in the next 7
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3) On the Account Settings window, select the “Email” tab and click “New...”

Email Accounts
You can add or remove an account. You can select an account and change its settings.

((Eii3) Data Files RS Feeds  SharePoint Lists | Internet Calendars | Published Calendars Address Books
N

O New...) B Repaiv.. Wl change.. @ SetasDefault X Remove % &

Name Type

4) Type your user name (email address).

=]

File Home Send / Receive Folder view Q

Thursday, October 18, 2018
B8 New Email
Calendar

4 Outlook Data File
Email Accounts.
Inbox &
Drafts
Sent ltems
Deleted items
Junk Email

Welcome to Outlook

RSS Feeds .
Enter an email address to add your account.

Search Folders

Advanced options v

Duo Enrollment Guide for Two-Factor Authentication
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5) Click on “Remember my credentials” if you want to avoid re-typing your password in the
future and enter your password.

Folder

- Thursday, October 18, 2018 Customize Outiook Today ...

B New Email
Calendar
ing
4 0utlook Data File
Email Accounts
Inbox
Drafts

Sent Items

Deleted items

Windows Security

Junk Email .
Microsoft Outlook
Outbox

RSS Feeds Connecting to javier.hernandez@mtahq.org

Search Folders
someone@mtahq.org

C Password 2
[_] Remember my credentials

More choices

oK

Done

6) Re-type your password at the MTA screen.

=] B
File Home Send / Receive Folder view Q
Thursday, October 18, 2018 Customize Outiook Today ...

B8 New Email
Calendar Messages

4 Outlook Data File Drafts

Inbox

Metropolitan
Transportation
Sent Items Authority

Deleted items

Drafts

Junk Email

Outbox
Sign in with your organizational account
RSS Feeds
Search Folders
someone@mtahg.org

< Password >

This is a secured, private computer system owned by
the Metropolitan Transportation Authority (MTA). All
information contained on this system is deemed to be
PRIVATE, PROPRIETARY, CONFIDENTIAL and the
property of the MTA, its affiliates, divisions or
subsidiaries. Unauthorized access or use is strictly
prohibited. Any use of MTA resources must be in

s compliance with MTA policies including those for

ElactranicMaillCammunicstiantinfarmatinn.Sietam.

Done

Duo Enrollment Guide for Two-Factor Authentication
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7) Once presented with the Duo screen, choose the authentication method you selected when
enrolling with Duo and follow the instructions. To avoid having to re-authenticate with Duo
every time you sign in, tick the “Remember me for 7 days” option only if you own or trust the
computer you are using. Do not tick this option on shared computers in public locations such

as cyber cafes, etc.

File Home Send / Receive Folder view Q

& Thursday, October 18, 2018 Customize Outiook Today ...
B8 New Email
Calendar

4 0utlook Data Fil i
utlook Data File Metropolitan

Inbox Transportation
Drafts Authority

Sent Items
Deleted items

Junk Email

Outbox Welcome HQAD\ cil2345

RSS Feeds For security reasons, we require additional information
to verify your account

)

Device: | ios pooeox:1234)

Search Folders

Enter a Passcode

Remember me for 7 days

a) For users of the Duo App on a smartphone, select “Send Me a Push”. When prompted on
your smartphone, open the Duo App. Tap on the “Request Waiting” banner and on the
next screen select “Approve”.

DUO-PROTECTED

MTA IT Security

MTA IT Security
MTA Microsoft ADFS

ge

- c112345
123.123.123.123

New York, NY, US

08:42:37 EDT
October 17, 2018

v X

About passcodes

Approve

Duo Enrollment Guide for Two-Factor Authentication
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b) For users who selected the landline option when enrolling with Duo, select “Call Me” and
you will receive a call. Answer the call and press any key to authenticate.

8) Click “Yes”.

File Home Send / Receive Folder view Q

= Thursday, October 18, 2018 Customize Outiook Today ...
BB New Email
Calendar

4 Outlook Data File
Inbox

Use this account everywhere on your device

Drafts

Sent Items
Windows will remember your account and make it easier to sign in to apps and

Deieted Hteims websites. You won't have to enter your password each time you access your

Junk Email organization's resources. You may need to allow them to manage certain settings on
Outbox your device.

RSS Feeds D Allow my organization to manage my device

Search Folders

This app only

9) Click “Done”.

File Home Send / Receive Folder view Q

= Thursday, October 18, 2018 Customize Outiook Today ...
BB New Email
Calendar

4 Outlook Data File
Inbox , I |
e You're all set!
Sent Items
We've added your account successfully. You now have access to your organization’s
Deleted items apps and services.
Junk Email
Outbox
RSS Feeds

Search Folders

Duo Enrollment Guide for Two-Factor Authentication
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10) Click “OK”".

File Home Send / Receive Folder

MTA Information Technology

Customize Outiook Taday ...

Thursday, October 18, 2018

B New Email
Calendar

> Javier.Hernandk

Outlook Data File

11) Click “Close”. Your account will begin to

minutes.

=

File Home Send / Receive Folder

B New Email

> Javier Hernandez@mtaha..

Outlook Data File

etting

Email Accounts

Adding javierhernandez@mtahg.org

Account setup is complete

OK

+ Set up Outlock Mobile on my phane, too

Customize Outiook Today ...

Messages.

| DataFiles RSS Feeds SharePoint Lists Internet Calendars Published Calendars. Address Books

A tiew.. B repai. S change. @ selos Delaull X Remove &

Type

Name
Microsoft Exchange (send from this account by default)

© javier hemandez@miahg org

Selected account delivers new messages to the following location

Javier.Hernandez@mtahq.org\Inbox
in data file C\Userstadei\,.\Microsoff\Outlook\Outlook Data File.ost

Duo Enrollment Guide for Two-Factor Authentication
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Adding email account to an Android smartphone using the
Outlook App

This section applies to users with personal or MTA issued Android smartphones.

Notes:

a) Currently the native Android App does not support two-factor authentication (2FA) such as
Duo. You will be required to install the Microsoft Outlook app to access MTA email.

b) If your email account profile is being pushed (configured remotely) please contact the
Service Desk. A technician will be assigned to remove the native email profile from your
device.

1) If you have not done so before, open the Play Store and search for the Outlook App. Install
and open it.

09:43 © ¥'d 869%

& Google Play Q

Microsoft Outlook
Microsoft Corporation
Productivity #2 Top Free

Contains ads

What's new ®
Last updated Oct 4,2018

This week's update improves the Contact Support
experience by providing a clear indication when a support
agent respon

Read more

Rate this app

Rate this app

PAGAGAGR A A¢

Duo Enrollment Guide for Two-Factor Authentication
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2) Tap “Get Started” and type your email address.

To0as m CE VI 09:44 B

Add account

| email address

Enter your work or personz

Cisaaress >

G GOOGLE ACCOUNTS

@live.com @msn.com @hotmail.com @ot

Outlook

=

> X
5 6 7 8 9 0

q‘wzeardtyuiop

D asdfgh jk I

&z x cvbnm@®
7123 @ ® EN-Es - )

3) When presented with the MTA login screen, type your password:

Q Enable GCC

Metropolitan
Transportation
Authority

Sign in with your organizational account

someone(@mtahq.org

This is a secured, private computer system owned by the
Metropolitan Transportation Authority (MTA). All information
contained on this system is deemed to be PRIVATE,
PROPRIETARY, CONFIDENTIAL and the property of the MTA,
its affiliates, divisions or subsidiaries. Unauthorized access or
use is strictly prohibited. Any use of MTA resources must be in
compliance with MTA policies including those for Electronic
Mail/Communication; Information System Usage;
Unauthorized Use of Software; and Code of Business Ethics
By using MTA resources, you agree to comply with MTA
policies. Any unauthorized access to or use of MTA resources
may be punishable in a court of law and may include
termination of employment or contract with the MTA.

To protect vour account from unauthorized access. Qutlook

4 @® a

Duo Enrollment Guide for Two-Factor Authentication
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4) Once presented with the Duo screen, tap on the authentication method you selected when
enrolling with Duo and follow the instructions. To avoid having to re-authenticate with Duo
every time you sign in, tick the “Remember me for 7 days” option only if you own or trust the
device you are registering with MTA’s email.

Metropolitan
Transportation
Authority

JAD\ €112345
For security reasons, we require additional information to
verify your account

w

Device: 105 (OXXXK- 1234)

Send Me a Push

Call Me

Enter a Passcode

L Remember me for 7 days_>

4 ® u

a. For users of the Duo App on a smartphone, select “Send Me a Push”. When prompted
on your smartphone, open the Duo App. Tap on the “Request Waiting” banner and on
the next screen select “Approve”.

Fi & 08:43

Login Request
Protected by Duo Security

DUO-PROTECTED
MTA IT Security

MTA IT Security
MTA Microsoft ADFS

- cil

123.123.123.123
New York, NY, US

About passcodes

@ Bfo
&

®©
08:42:37 EDT
October 17, 2018

Approve

Duo Enrollment Guide for Two-Factor Authentication
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b) For users who selected the landline option when enrolling with Duo, select “Call Me” and
you will receive a call. Answer the call and press any key to authenticate.

7) Your MTA email is now available on your smartphone.

09:46 B

Account added

Would you like to add another account
now?

SKIP CONTINUE >

Duo Enrollment Guide for Two-Factor Authentication
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Adding email account to an iOS device using the Outlook
App
This section applies to users with personal or MTA issued iPhones or iPads that wish to use the Outlook
App.
Notes:
a) MTA has standardized on the Microsoft Outlook app for corporate email access.

b) If your email account profile is being pushed (configured remotely) please contact the

Service Desk. A technician will be assigned to remove the native email profile from your
device.

1) Ifyou have not done so before, open the Apple Store and search for the Outlook App. Install
and open it.

il T-Mobile Wi-Fi & 12:23 < 95% (mmm)

Q. Qutlook © Cancel

Microsoft Outlo...
E OPEN
. 8.8.8 .6

—
000
-
N
®
H

A THE DAILY LIST
Clean out your inbox

u .

Q

Search

Duo Enrollment Guide for Two-Factor Authentication
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2) Type your email address and at on the next screen type your password.

‘@hAppStore wil & 1223 1 95% )| App Store !
Add Account © < Not Office 365 (2)

Enter your work or personal email.

Email Address Metropolitan

Transportation
Authority

Privacy & Cookies l Sign in with your organizational account

someone@mtahq.org

This is a secured, private computer system
owned by the Metropolitan Transportation
Authority (MTA). All information contained on
this system is deemed to be PRIVATE,
PROPRIETARY. CONFIDENTIAL and the

3) Once presented with the Duo screen, scroll up if needed and select the authentication method
you selected when enrolling with Duo and follow the instructions. To avoid having to re-
authenticate with Duo every time you sign in, tick the “Remember me for 7 days” option only
if you own or trust the device you are registering with MTA’s email.

pp Store wil T 124 ] g pp Store uil F S 4

< Not Office 365 (2) < Not Office 365 (2)

Welcome HQAD\ c112345

For security reasons, we require additional

Metl’opO"tar.\ information to verify your account
Transportation
Authority (I
D
Welcome HQAD) «i12345 - Device:
For security reasons, we require additional
information to verify your account i0S POX-XXX-1234)

Send Me a Push

m /N

Call Me
Device: \ __________________/

Enter a Passcode

i0S (XXX-XXX-1234)

Send Me a Push

< Remember me for 7 davs _>

Duo Enrollment Guide for Two-Factor Authentication
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For users of the Duo App on a smartphone, select “Send Me a Push”. On your Duo

registered smartphone, open the Duo App. Tap on the “Request Waiting” banner and
on the next screen select “Approve”.

Ei =

08:43

Login Request

Protected by Duo Security

DUO-PROTECTED

MTA IT Security

MTA IT Security
About passcodes MTA Microsoft ADFS

A
S

- c112345
123.123.123.123
New York, NY, US
D

o/

08:42:37 EDT
October 17, 2018

v X

Approve Deny

b) For users who selected the landline option when enrolling with Duo, select “Call Me” and
you will receive a call. Answer the call and press any key to authenticate.

Duo Enrollment Guide for Two-Factor Authentication
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4) Your MTA email is now available on your smartphone. Tap on “Maybe Later” to finish the
process.

!l T-Mobile Wi-Fi & 12:24 S 9 95% )

Add Another Account

Would you like to add
another account?

Let's Do It! ’

Maybe Later

Duo Enrollment Guide for Two-Factor Authentication
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If you need help

For additional information please refer to KB0013756 - Duo Security Training Video and
Information.

In case you experience any of the following:
e Authentication problems with Duo.
e Not receiving a “Push Notification” on your smartphone.

e |Issues getting two-factor authentication working after logging into Office 365,
etc.

Please create a ServiceNow incident ticket and select the Assignment Group: SEC IAM
Secure Access Management (SAM). Contact the MTA IT Service Desk 646-252-8888 if you
need assistance in creating the ticket.

Duo Enroliment Guide for Two-Factor Authentication
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